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1. General information

The current document describes the PHOTOMOD AutoUAS distribution that was de-
veloped for the interaction with the Astra Linux 1.8 operating system.

A hallmark of Linux operating system is that performance features of its distributions
may differ significantly from each other.

Accordingly, for the different Linux distributions (and for the appropriate PHOTOMOD
AutoUAS distributions too), the certain operations may not be required (or they may be
performed in different ways, depending on the particular distribution).

This manual is intended for a qualified system manager who has full knowledge of
current Linux distributions installed on particular workstations.

ﬁ Configuring a Linux distribution and further PHOTOMOD AutoUAS installation requires admin-
istrator privileges.

ﬁ Preliminary configurations of the operating system, user accounts, and parameters of the file
system are strongly recommended to be performed before installing PHOTOMOD AutoUAS.

c Before configuring the operating system, make sure that secure remote connection to your
computer via the SSH protocol is available. Remote connection allows you to fix errors that may
occur during Linux setup, without having to reinstall the operating system.

As a rule, advanced customization of operating system parameters concerns issues of
the following functional capabilities:

* Installing PHOTOMOD AutoUAS;

* Using a hardware key;

* Network mode;

 Distributed processing mode;

* Increasing the system performance through graphic processing unit (GPU) resources.

After making changes to the operating system parameters, the restart of the operating
system is strongly recommended. It is necessary to take into account that restarting
the operating system may require remounting the connected devices (see Section 2.2.1).

@ Detailed information about the features of the Astra Linux 1.8 operating system can be found
in the appropriate User Manual.
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2. Linux pre-configuration
2.1. Preparing for work

2.1.1. Connecting repositories

The need to pre-connect the required repositories depends on the features of the Linux
distribution used.

The distribution you are using must be able to install and update packages using the
standard package installer, the apt command-line tool.

In case of Astra Linux 1.8, to ensure correct operation of PHOTOMOD AutoUAS, it is
necessary to connect the following repositories:

* Main repository (main);
* Extended repository (extended).

Connection of repositories is described in detail, for example, in “Astra Linux Special
Edition x.8 Internet repositories” in the Astra Linux User Manual.

2.2. Network mode provisioning

2.2.1. Mounting a file system

For data management, it's necessary to consider the feature of Linux that hard drive
partitions, USB drives, network drives, and other data carriers connected to the work-
stations are to be mounted.

Mounting a file system is a system process to prepare a disk partition for the operating
system. As the case may be, this operation can be performed either manually or auto-
matically.

Data stored on a connected but not mounted device will not be accessible.

ﬁ Re-mounting of a connected device may be required, for example, after an operating system
reset.

Mounting shared SMB resources

When organizing joint networks between Windows and Linux systems, the latter provide
the ability to mount shared SMB resources directly to the file system.

The cifs-utils package is used for this.



https://wiki.astralinux.ru/pages/viewpage.action?pageId=302043111
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If such storages are used to place processed data, then, to ensure correct PHOTOMOD
AutoUAS operation, the following additional parameters must be used when mounting
them:

e actimeo=0
* closetimeo=0

2.3. Video adapter setup

Preparation for work involves installing and configuring video card drivers.

% The need to perform these actions is due to the fact that most Linux distributions involve the
use of Nouveau drivers for NVidia video cards, which are not suitable for increasing the system
performance through graphic processing unit resources.

In general, this process includes the following steps:

1. Searching, loading, and installing video card drivers;

§ The methods for installing drivers may vary significantly depending on the Linux distribution
used.

2. Creating the restriction rule for the Nouveau drivers usage;
3. Restarting the system;
2.3.1. Checking the video card model

If there is no information about the particular model of the NVidia video card installed
on the workstation, it is recommended to use the nvidia-detect package (first make sure
that the nvidia-detect package is installed and running on this workstation).

To display information about the NVidia video card installed on the workstation in the
console, run the following command from the console:

nvidia-detect
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Fig. 1. The Terminal window, displaying NVidia video card info using the nvidia-detect package
2.3.2. Loading and installing video card drivers

To perform search for the available NVidia drivers, run the following command from the
console:

apt search nvidia
To install NVidia drivers, run the following command from the console:
apt install <driver name>

Wait until the operation is complete. Restart the workstation after driver installation.

5 Installation of NVidia drivers for Astra Linux 1.8 is described in detail in “Nvidia Video Card
Drivers for Astra Linux on x86-64 Platform” of the Astra Linux operating system User Manual.

2.3.3. Creating the restriction rule for the “Nouveau” drivers usage

To create the restriction rule for the Nouveau drivers usage, add to the /etc/mod-
probe.d/blacklist.conf file the following strings:

blacklist nouveau
options nouveau modeset=0

Restart the workstation.
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3. System installation

3.1. Distribution kit

License software distribute in a branded box. The company name is place on the front.
On the reverse side are placed address, technical support service phone and e-mail,
web-site of company.

The system distribution kit includes:

» CD-ROM containing the system setup files, hardware lock key drivers and the docu-
mentation files in PDF format;

» 'System installation Manual;

» Hardware lock key (see the “Protection of the system” chapter in “General information”
User Manual in the main PHOTOMOD documentation set).

3.2. Security hardlock key drivers installation

§ The last version of security key drivers could be downloaded here.

To do this, perform the following:
1. Launch a Terminal window;

2. In Terminal window move to the folder containing security key drivers installation
file;

photomod@LMDE4-Clean-R: ~

@ain MNpaeka Bup MMowck TepMuHan Cnpaeka

photomod@LMDE4-Clean-R:~$ cd Desktop

Fig. 2. The Terminal window



general.pdf
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3. Type the installation command in the Terminal prompt, for example:
sudo apt install ./aksusbd 9.15-1 amd64.deb

Press Enter to execute it.

photomod@LMDE4-Clean-R: ~ =

®@ann Mpaeka Bwra Mowck TepmuHan Cnpaeka

photomod@LMDE4-Clean-R:~$ sudo apt install ./autoquas-v73-build-4007.deb

Fig. 3. The Terminal window

4. [optional] Confirm your action by entering your account password:

photomod @LMDE4-Clean-R: ~ =

®ann Mpaeka Bwua Mowck TepmuHan Cnpaeka

i)Ih-'ﬂ.'am.-‘;r!--‘*.Lr~1DE4—cle.‘m—R: $ sudo apt install ./autoguas-v73-build-40@7.deb
[sudo] naponb Ans photomod: ****%x*¥

Fig. 4. The Terminal window
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5. Wait until operation is completed.

photomod@LMDE4-Clean-R: ~ =

®ain MNpaeka Bua Mouek  TepMuHan Cnpaeka

FIC!LTpClHHWJ quH x
YTeHue MHOOPMELMKM © COCTOAHMM.
3aMeTbTe, BMECTO «./autogua

autoquas-v73
06GHOBNEHO @ NakeToB, YCTAHOBNEHO 1 HOBLIX MakeToB, ANA YAaneHWA OTMEYEHO O NakeToB, M 43 NakeToB He OOHOBNEHO.
Heo6xoawMo ckauate 0 B/113 MB apxwBoB.

A 6 AHATOr0 AMCKOBOTO NPOCTpancTea Bo3pac TET Ha O B.

Non:1 /home/photomod/ .deb autogquas-v73 amd64 7.3-4007 [113 MB]
Buifop paHee He BuiOpe E e Ci
(YTeHne Ga3bl AaHHbIX : MOMEHT Y oBneHo 295239 fainos M KaTanoros.)
MoaroToBka K pacnakoBke ../autoquas-v73- bulld 4007 .deb .
PacnakosuiBaeTcA autoquas-v73 (7.3-4007) ..
HacTpamBaetcAa naxkeT autoquas-v73 (7.3-4807) ..
OopabaTwiBalTCA TpUrrepsl oA mime-support (3.62)
OBpabaTuiBanTCA Tpurrepsl ana gnome-menus (3.31.
06pabaTeiBawTca Tpurrepsl gna desktop-file-utils (6. J 4) .
photomod@LMDE4-Clean-R:~$

Fig. 5. The Terminal window

3.3. PHOTOMOD AutoUAS installation

Prior to the system installation it is desirable to insert Sentinel HL security key into the
USB-socket of the workstation (see the “Protection of the system” chapter in “General
information” User Manual in the main PHOTOMOD documentation set).

ﬁ Administrator privileges are required to install PHOTOMOD AutoUAS.
ﬁ The PHOTOMOD AutoUAS program requires 64 bit operating system.

c If the program is to be installed on a workstation with a network profile and with preinstalled
PHOTOMOD, PHOTOMOD UAS or PHOTOMOD Conveyor system (hereinafter referred to as
the system), close all system’s modules on each workstation before installation.

@ To search the pre-installed Racurs software, run apt search photomod from the console.

To install PHOTOMOD AutoUAS perform the following:
1. Launch a Terminal window;

2. In Terminal window move to the folder containing PHOTOMOD AutoUAS installation
file (autouas-vNN-build-CCCC.deb, where N is the version number, CCCC is the
build number);



general.pdf
general.pdf

PHOTOMOD 8.1 Linux preconfiguration and PHOTOMOD AutoUAS installation (Astra Linux 1.8)

photomod@LMDE4-Clean-R: ~ =

®@ann Mpaeka Bwra Mowck TepmuHan Cnpaeka

photomod@LMDE4-Clean-R:~% cd Desktop

Fig. 6. The Terminal window

3. Type the following command in the Terminal prompt:
sudo apt install ./autouas-vNN-build-CCCC.deb
where N is the version number, CCCC is the build number. For example:
sudo apt install ./autouas-v80-build-4563.deb

Press Enter to execute it.

photomod @LMDE4-Clean-R: ~ =

®ann Mpaeka Bwug Mowck TepmuHan Cnpaeka

photomod@LMDE4-Clean-R:~$ sudo apt install ./autoquas-v73-build-4007.deb

Fig. 7. The Terminal window
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4. [optional] Confirm your action by entering your account password:

photomod@LMDE4-Clean-R: ~ - @

®ain MNpaeka Bua Mouek  TepMuHan Cnpaeka

i)lmmm {@LMDE4-Clean-R; $ sudo apt install ./autoquas-v73-build-4007.deb
[sudo] napons ana photomod:

Fig. 8. The Terminal window

5. Wait until operation is completed;

photomod@LMDE4-Clean-R: ~ - @

®ann Mpaeka Bwua Mowck TepmuHan Cnpaeka

1~$ SUdo apt 1nstall ./autogquas-v73-bulld-4007.depb
o] napone ana plm
YTeHWe cnuc

fautoquas-v73-build-4007.deb» BuiGupaetcs «autoquas-v73»
Cnepyioume HUEbIE eThl GYAYT YCTAHOBMEHbI:
autoquas-v73
AHOBNEHO 1 HOBbIX NAKeToB, ANA YAANEHWA OTMEYEHO O NaKeToB, M 43 NAaKeTOB HE OOHOBAEHOD.
HeofxoauMo @ B/113 MB apxuBOB.
Mocne paHHoi onepaudM oOb&M 3aHATOr0 AWCKOBOrO NPOCTPAHCTBa BO3PACTET Ha @ B.
fon:1 /home/photomod/autoquas-v73-build- 7.deb autoquas-v73 amd64 7.3-4807 [113 MB]
Buibop paHee He BhibpaHHoro naketa autoquas-v73.
(Y4TeHue Ga3bl AAHHb Ha AaHHBIA MOMEHT yCTaHoBNEeHo 295239 ¢dainoB W KaTanores.)
MoproToBKa K pacnakoBke ../autoquas-v73-build-4007.deb .
PacnakoBbiBaeTca autogquas- v73 (7.3-4007) ..
TpaweaeTcA nakeT autoquas-v73 (7.3-4007) ..
TpUrrepsl AnAa mime-support (3.62)
Tpurrepel ana gnome-menus (3.31.4- 3J
ananamamn A Tpurreps ana desktop-file-utils (0.23-4) ..
-Clean-R:~$

Fig. 9. The Terminal window

By default PHOTOMOD AutoUAS is installed in /opt/photomod-autouas-NN/bin
folder, where N is the version number.
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4. Program deinstallation

@ To search the pre-installed Racurs software, run apt search photomod from the console.

To remove the system from computer, perform the following:
1. Close all modules of the system;
2. Choose Start » Science » PHOTOMOD AutoUAS 8.0 Uninstall;

3. Confirm your action by entering your account password:

= Tpebyercq ayTenTudMkauma — Arent PolicyKitl ot KDE

| | Authentication is needed to run "/usr/bin/sudo’
as the super user

MNpwunoxeHWe NbITAETCA BbINOMHWTE OEACTEWE, KOTopoe TpebyeT
OONONHWTENBHBIX NPHUEMNErki. [lnA 3Toro TpebyeTcq
ayTeHTUdHKaL KA.

Maponb: |

NogpobHOCTIK ==

Fig. 10. The confirmation window

A The Start» Science » PHOTOMOD AutoUAS 8.0 Uninstall command is strongly recommended
for system uninstallation. If you uninstall the system using the appropriate commands entered
in the Terminal window, it is strongly recommended to restart the workstation after completing

the operation.

ﬁ The PHOTOMODAutoUASS. VAR folder is not removed during uninstallation.
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